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PHYSICAL DRIVER'S LICENSE

v

* Security Risk: Government agencies spend
millions of dollars fo secure the data on
physical credentialsusing overt, covert
and forensic card security features that are
designed to prevent tampering and show
if a card has been compromised.

* QOutdated Information: Cards are only as
accurate the day of issuance.
* Changes in identity information or driving

restrictions are not reflected on the card,
unless the holder obtains a replacement.

* Privacy Risk: For the holderto prove
identity, they musthand overthe card that
has all theiridentifyinginformation whichin
many cases is scanned or copied for proof.
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MOBILE DRIVER'S LICENSE

Benefits include:
* Improveddata currency
* Foolproof verification
* Privacy enhancement
* Ease of use and convenience
* Improvedservice
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MARYLAND'S MDL JOURNEY

NIST Grant mDL as digital identity - Congress voted 5.4133 - REAL MDOT MVA Live
develgpment Authentication for ID Modernization Act non- an the AFPIE
of trusted online services —sharing physical versions of driving wallet
identities based on attribute from the mDL licenses will be May 2022
mabile Driver's 2018 considered valid, including for
License Real ID enforcement.
2016 2020

2017
Pilot limited to MDOT employees and
families (500+)

2019
MNine venues that included simulated HB180 Licenses and Identification . Qi'l £0es June. 2023
Traffic stop with MDTA police, Liquor Cards - The MD legislation passed, Publication of ISO/IEC MDOT MVA Live
stores, Orioles park, Md Live Casino, and Governor signed electronic 130;?:-5 If'ersonal on the Gooale
and MSP training academy credentials - in addition to dentification - 50- Wallet g
Three use cases and over 1000 scans physical Compliant Driving License e
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WHAT WE LEARNED FROM THE PILOT

>

Who participated?

65+ Under 24

'|'| Somewhat

interested
s
2."}1; Meutral
o,
Ol‘g Uninterested
Education Gender Operating
System Will carry physical DL
with mDL?
Checking in for a flight and
going through airport security
83% 91% 96%
i
More convenient Improved opinion Made me want Would use a DDL
than a physical of the concept to use a DDL more n a similar
license ofa DDL n the future situafion
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MOBILE DRIVER'S LICENSE
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ENSURING TRUST IN MDL: FUNCTIONAL

Issuing Authority
Y
0,' Infrastructure
N
O
o
Ny
&
\\ \‘90 mDL data model
§ Device engagement

o mDL Reader

mDL Verifier
mDL Holder

(<))

Aware

Data transfer (device retrieval)

M UrMARYLAND DEPARTMENT OF TRANSPORTATION



SELECTION OF TECHNOLOGY PARTNER

Technology partners will not have access
to any of customer information

Strong standard for Privacy by design
Ability to ufilize both hardware and
software-based security

Limit the number of endpoints/interfaces
Consider end user's experience
Synchronization of relevant data updates
to the mDL pricing model now and the
future

Ability to enhance the solution (Ex: 18013-7
digital Identity) and speed to market
Sphere of Influence toward market
adaption
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Transportation Security

Administration
Glen Burnie, MD
0/23, 12:46 PM

Presented: Maryland Driver's License

Info Presented and Not Stored
Legal Name, Date of Birth, Sex, Expiration

Transportation Security

Transportation Security Administration

Remove Activity



KEY CONSIDERATION FOR MDL (MD)

Testing

v Device

v Certificate Testing
* Testing with TSA at the CAT 2 terminals

v/ Extended Review
v/ Exception Processing

v/ Enroliment request
* From Pic
°* From Video

Training

v Help Arficles

v FAQ's

v CBT's

v Workshop - agency policy, extended review tasks, etc
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WHAT HAPPENS WHEN AN
ENROLLMENT REQUEST IS RECEIVED<¢

Evidence

Source Type
App Provider Back of Driver License
App Provider Customer Selfie
App Provider Front of Driver License
App Provider License PDF 417 Data
App Provider Liveness Assessment
App Provider Wallet Confidence Score
MWVA's System Current License Data
MWVA's System Indicator Checks
MWVA's System License Orientation
MWVA's System Prior Licenses Data
MWVA's System System of Record Photo
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VERIFICATION

» mDL Request

Low confidence 4 . w,“ High confidence
Mederate Confid
Y L & h 4
Extended
Rejected ‘: ’: proved
Vi
B
b4
Addnio
111
No
v
Reque

« All additional v erification steps must be completed using myMVA
portal
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HOW TO ADD YOUR MARYLAND MORBILEID

Add yrc:ur ID tph
'our Maryland Mobile your p one WIt o
SRR A A WateR, Google Wallet.

Air rity j A —
pOI’t el tYJUSt g°t g ¢ Securely store and show your ID with @ Google Wallet

- “
o)
&
' Google Play |  iarriancoearment i
L ) AR oraTin
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AGENCY APPROVAL RATES

v

Agency Review, 0.002% Agency Review <1%
Rejected, 17.087%_\ Approved 75%
Cancelled <1%
Customer Verification 2%
Error <1%
Expired 6%
Error, 0.269%
Customer Verification, RejeCted 17%

1.564%

Cancelled, 0.632%
Approved, 74.745%

® Agency Review ® Approved ™ Cancelled ® Customer Verification ® Error ™ Expired ® Rejected
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MDL MARKETING CAMPAIGNS

Maryland
Mobile ID

EASY. CONVENIENT. SECURE.

Get started today!

Convenience

M DIITMARYL

Security

Add your ID to
your phone with
Google Wallet.

Securely store and show your ID with @l Google Wallet
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MOTOR VEHICLE ADMINISTRATION

Questions?

Christine Nizer
chnizer@mdot.Maryland.gov
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